NEAATOrAM O6 MH®OPMALIMOHHOW BE3OMNMACHOCTH

Koraa peub 3axoamt 06 nHpopMaumoHHon 6e30nacHOCTM, 06bIYHO Mbl HAYMHAeM AyMaTb O KOMMbOTEpPax, CETAX,
MHTEPHETE U XaKepaxX. Ho ans o6pasoBaTean017| cpenbl npoGneMa CTOUT WKMpeE: B Orpa>xaeHun ydaulerocsa oT
VIH(bOpMaLl,VIVI, KOTOpasa MOXET HEraTUBHO NMNOB/INATb Ha €ro d)OpMVIpOBaHVIe N pa3BuUTUE, TO €CTb O NponaraHae
pa311w-|H017| HanpaB/NEHHOCTU.

MoHaTne nHdpopmaumoHHon 6e3onacHoCTn

Mopg VIHCbOpMaU.VIOHHOVI 6e30nacHOCTbI0 MOHMMAaeTCs 3alUMLLEHHOCTb VIHCbOpMaLJ,VIOHHOVI CUCTEMbI OT cnyqaﬁHoro nnun
npeaHaMepeHHoOro eMellaTenibCtea, HaHOCALWLEro ymep6 BNlagenbuaM Mnn nosib3oBaTtesiaMm VIHdDOpMaU,VIVI.

Ha npakTuke BakHEMLWMMK ABNAIOTCSA TPU acnekta MH@POpMaLMOHHON 6e30MacHoCTH:
®  OCTYNHOCTb (BO3MOXHOCTb 3@ pasyMHOEe BpeMs NonyunTb Tpebyemyto MHPOPMALMOHHYIO YCNYry);

° LENOCTHOCTb (aKTyaJ'IbHOCTb N HEMPOTUBOPEYNBOCTb VIH(bOpMaLI,VIVI, €€ 3alMnNLLEHHOCTb OT pa3pyLleHunsa
N HECAHKLUMNOHNUPOBAHHOIO VI3MeHeHVI$I);

° KOHCbVILleHLlVIaJ'IbHOCTb (SaUJ,VITa OT HECAHKUMNOHNPOBAHHOIO I'IpO'-ITeHI/Iﬂ).

HapylweHns AOCTYMNHOCTM, LUEeNOCTHOCTM U KOHMUAEHLMANBHOCTM MHGMOPMaLUK MOFYT 6biTb Bbl3BaHbl Pa3NYHbIMU
OMacHbIMU BO3AENCTBUAMU HA UHDOPMALIMOHHbIE KOMMbIOTEPHbIE CUCTEMBI.
OCHOBHbIe yrpo3bl MHpOpPMaLUOHHOW 6e30nacHOCTU

CoBpeMeHHas MHPOPMaLMOHHasA cucTeMa npeacTaBasieT co60i CNOXHYI CUCTEMY, COCTOSILLYIO U3 60MbLIOro Yncna
KOMMOHEHTOB Pa3/INYHOM CTENEHN aBTOHOMHOCTM, KOTOPble CBA3aHbl Mexay cobon u obMeHnBaTCS AAHHBIMMU.
MpakTnyeckn Kaxablhi KOMAOHEHT MOXET NOABEPrHYTbCS BHELHEMY BO3AENCTBUIO UM BbIATU U3 CTPOS.
KOMMOHeHTbl aBTOMaTU3NpoBaHHON MH(OPMALIMOHHON CUCTEMbI MOXHO pa3buTb Ha creaytowme rpynnbl:
AnnaparHble cpeAcTBa. 3TO KOMMNbIOTEPbl U UX COCTaBHble YacTn (Npoueccopbl, MOHUTOPbI, TEPMUHANbI,
nepugepuiHble YCTPONCTBA — NMPUHTEPbI, KOHTPONNEpbl, Kabenu, NMHUKN CBS3N U T.4.);

MNMporpammMHoe o6ecrneyerne. D10 npnobpeTeHHble NPOrpaMMbl, UCXOAHbIE, 06BbEKTHbIE, 3arpy304Hble MOAYNN;
onepauMoHHbIe CUCTEMbI U CUCTEMHbIE NMPOrpamMMbl (KOMAUASTOPbI, KOMAOHOBLUMKK U AP.), YTUINUTHI,
AVarHocTuyeckme nNporpamMmbl u T.4.;

AaHHble, XpaHNMble BPEMEHHO W MOCTOSIHHO, Ha AucKax, (awkax, NnevyaTHble, apXMBbl, CUCTEMHbIE XYPHanbl 1
T.4.;

MepcoHan. Nonb3oBaTenn, CUCTEMHbIE 3AMUHUCTPATOPbI, MPOrPaMMUCTbI U Ap.

OnacHble BO3AEWCTBUSA Ha KOMMbIOTEPHYO MHMOOPMALMOHHYIO CUCTEMY MOXHO NOAPAa3AeUTb Ha ClydyaiHble 1
npeaHaMepeHHble. AHaNN3 OnbiTa NPOEKTUPOBAHMS, M3FOTOBMIEHNS U 3KCMyaTaumMm MHMOPMALMOHHBIX CUCTEM
noKasblBaeT, YTo UHMOPMaLMs NOABEPraeTCa Pa3fiNUHbIM C/lyYaiHbIM BO3AENCTBMAM Ha BCEX 3Tanax LMKIa KU3HU
cucTeMsbl. MpUYMHAMK ClyYarHbIX BO3AEWCTBMI NpW 3KCMyaTaumum MOryT 6biTb:

aBapuiiHble CUTyaLUnnN U3-3a CTUXUINHBIX 6eACTBUIA U OTKNIOYEHUI D1EKTPONUTaHUS;
oTKa3bl U c6on annapaTypbl;

OWM6KN B NpOrpaMMHOM obecrneyeHuu;

owmnbkn B paboTe nepcoHana;

noMexu B JIMHWUSIX CBSA3W M3-3a@ BO3AENCTBUIN BHELUHEN cpeabl.

MNpeaHaMepeHHble BO3AENCTBMS — 3TO LleNieHanpaB/ieHHble AeNCTBMA HapyLlwuTens. B kayecTBe HapywuTens MoryT
BbICTYNaTb C/y>Xalluii, NOCETUTENb, KOHKYPEHT, HAEMHUK. [lefCTBUS HapyLMTeNns MOryT 6biTb 06YC/IOBMEHbI
pasHbIMW MOTMBAMMU:

HEZ0BOJIbCTBOM CJly>Kalllero CBOE Kapbepou;
B3ATKOMN;

nto60onbITCTBOM;

KOHKYpPEHTHOI 60pb60lit;

CTPEM/IEHMEM CaMOyTBepAMTLCS 060N LLeHON.

MO>HO COCTaBWUTb MMMNOTETUYECKYO MOAESb MOTEHUMANIbHOIO HapyLmMTens:
e  KBanMdbMKaUUS HapyWKUTeNs Ha ypoBHe paspaboTumka AaHHOW CUCTEMBI;
®  HapylumTeneMm MoxeT 6biTb Kak MOCTOPOHHEE NMLO, TaK M 3aKOHHbIV NoJsib30BaTe/lb CUCTEMbI;
®  HapyLlMTeno U3BECTHa MHdOopMauMs 0 NpUHUMNAX paboTbl CUCTEMBI;
®  HapywwuTenb BbibupaeT Hanbosee cnaboe 3BeHO B 3aliuTE.

Haunbonee pacnpocTpaHeHHbIM U MHOroo6pasHbIM BUAOM KOMMbIOTEPHbLIX HApYLUEHUN aBaseTcs
HeCaHKLMOHNPOBAHHbIN A0CTYN. HECAaHKLUMOHUPOBAHHLIW AOCTYN UCMOMb3YeT Nobyo OWNBKY B CUCTEME 3aLlUUTbI U
BO3MOXEH MpW HepaLMOHaNbHOM Bbi6Ope CPeACTB 3alUMTbl, UX HEKOPPEKTHOW YCTAaHOBKE M HAaCTpOMKeE.

MpoBeaem knaccmdurKaumio KaHaN0B HECAaHKLUMOHNUPOBAHHOIO AOCTYyMa, MO KOTOPbIM MOXHO OCYLLECTBUTb XULLEHUE,
M3MEHEHMWE WUIN YHUUYTOXEHNE MHPOPpMaLmn:
Yepes yenoBeka:

®  XxuueHue HocuTenen nHbopmauum;
®  yTeHwe vHdOPMaLUM C 3KPaHa WM KNasuaTypbl;
®  yTeHue nHdoOpMaLnmM U3 pacnevaTku.
Yepes nporpammy:
® nepexBaT nNaponeu;
e pneuwmndposka 3awmdpoBaHHON nHbDoOpMaUnu;

®  KOMMpOBaHWe MHdopMauum C HocuTens.
Yepes annaparypy:



®  MOAK/I0YEHME cneunanbHO pa3paboTaHHbIX annapaTHbIX CpeacTB, obecneynBamWmMxX AOCTYN K
nHdopmauuu;

® nepexBaT NOHOYHbIX INEKTPOMArHUTHBIX U3YHYEHWUN OT annapaTypbl, IMHUA CBA3M, CETEN
3N1EKTPONUTaHNSA U T.A4.

Ocob0 cneayeT OCTAaHOBUTLCS Ha yrpo3ax, KOTOPbIM MOryT NoABepraTbCst KOMMbIOTEPHblE ceTh. OCHOBHas
0CO6eHHOCTb /060 KOMMALIOTEPHOM CETU COCTOUT B TOM, YTO €€ KOMMOHEHTbI pacnpeaeneHbl B MPOCTPaHCTBE.
CB$I3b MexXAy y3/1aMu CETU OCYLLECTBAETCS PU3NYECKUN C MOMOLLbIO CETEBbIX IMHUA U NPOrPaMMHO C MOMOLLbIO
MexaHu3Ma cooblieHnn. Mpu 3ToM ynpasnsitolme COObLWEHNA U AaHHbIE, NepecbllaeMble Mexay y3fnamu cetu,
nepenarTcs B BUAE NakeToB obMeHa. KOMMbOTEPHbIE CETU XapaKTepHbl TeEM, YTO NMPOTUB HUX NMPeANPUHMMAIOT Tak
Ha3blBaeMble yAaneHHble aTaku. HapywunTtenb MOXeT HaXoAUTbCS 3@ TbiICAYM KUIOMETPOB OT aTaKyeMoro obbekTa,
npu 3TOM HanaAeHMo MOXET NoABEPraTbCs HE TONbKO KOHKPETHbIN KOMMbIOTEP, HO U MH(OpMaumMs, nepeaatowascs
Nno ceTeBblM KaHanaM CBS3U.

O6ecneuyeHne MHPoOpMaLMOHHON 6e30NacHOCTHU

dopMupoBaHUe pexrma MHDOPMaLMOHHON 6e3onacHoCcT — NpobneMa KoMneKcHasi. Mepbl Mo ee peLleHnio MOXHO
noApasaenvTb Ha NATb YPOBHEN:
1. 3aKoHogaTeIbHbli . 3TO 3aKOHbI, HOPMATUBHbIE aKTbl, CTaHAAPTbI U T.M.

HopMaTuBHo-npaBoBas 6a3a onpeaensiollas nopsAoK 3almTbhl MHPOPMaLUK:

2. MopanibHO-3TMYECKMi. BCeBO3MOXHbIE HOPMbI NOBeAEeHMUs, HeCobAeHe KOTOPbIX BEAET K NaAeHUio
npecTna KOHKPETHOro YesioBeka Man Lenoit opraHnsauuu.

3. AAMUHUCTPATHUBHbINA. [eiicTBUa 06Lero xapakrepa, npeanpuHMMaeMble pyKOBOACTBOM OpraHu3aumm. Takumu
[OKYMeHTaMu MOryT 6bITb:

®  rpuKas pyKoBOAMTENS O Ha3HauYeHUU OTBETCTBEHHOro 3a obecnedeHne MHGHOPMALMOHHOM
6esonacHocTy;

LOMKHOCTHble 0653aHHOCTU OTBETCTBEHHOrO 3a obecneyeHne MHGopMaLMoHHOM 6e30nacHOCTH;
nepeyeHb 3almLlaeMbix MHHOPMaLMOHHBLIX pecypcoB U 6a3 AaHHbIX;

WMHCTPYKLMIO, ONpeaensiowyo nopsaok npeaoctasneHms MHopMaLumMm CTOPOHHUM opraHusaumsaM no
MX 3anpocaM, a Takxe Mo npaBaM AOCTyna K Hell COTPYAHWKOB OpraHusauuu.
4. dusnyecknii. MexaHnyeckne, aNeKTPo- U 3/1eKTPOHHO-MexaHMYeckne NpensTCTBUS Ha BO3MOXHbIX MyTaX
NPOHUKHOBEHUSI NOTEHUMANBbHBIX HapyLnTenei.
5. AnnapatHo-nporpaMMHbIi (3NEKTPOHHbIE YCTPOWCTBA M CheumanbHble NporpaMMbl 3awwnTbl MHDOpMaumm).

MpuHsATbIE Mepbl NO co3aaHuto 6e3onacHo NHPOPMALIMOHHON CUCTEMBI B LUKONE:

e (ObecneyeHa 3aliMTa KOMMbIOTEPOB OT BHELIHMUX HECaHKLUMOHUPOBAHHbLIX BO3AENCTBUI (KOMMbIOTEPHbIE
BUPYCbl, Nornyeckme 60Mbbl, aTakm XxakepoB 1 T. 4.)

®  YCTaHOBJIEH CTPOrMil KOHTPOJIb 3@ 3IEKTPOHHOM MOYTON, 06ecrneyeH NMoCTOSHHbIN KOHTPO/b 3a
BXOASLUEN U UCXOASALLEN KOppeCcnoHAeHLMEN.

®  YCTaHOB/iEHbl COOTBETCTBYIOLIME MApPON Ha nepcoHasnbHble MK.

®  /Icnonb3oBaHbl KOHTEHT-GUALTPLI, ANA DUALTPAUMUM CAaiTOB MO UX COAEPXKUMOMY.

EAVHas COBOKYMHOCTb BCEX 3TUX Mep, HanpaBsJ/ieHHbIX Ha NPOTUBOAENCTBME yrpo3aM 6e30MacHOCTU C Lesbto
CBeAEeHWS K MMHMMYMY BO3MOXHOCTU yluep6a, 06pasyoT cucTeMy 3alinThl.

CneunanuncTbl, UMelLMe OTHOLWEHNE K CUCTEME 3alUMTbl AOJIKHbI NMOSIHOCTbIO NPeACTaBAsTb cebe NpUHLKMLI ee
hYHKUMOHMPOBAHUS U B C/lyyae BO3HUKHOBEHWS 3aTpYAHUTENbHbIX CUTYyaunii aAekBaTHO Ha HUX pearnposaTb. Mog
3alUMTONM AOMKHA HaXoAUTbCS BCS cMCcTeMa 06paboTkm MHGopMaunn.

Nuua, 3aHnMatowmecs obecneyeHneM MHGpopMaLMOHHOM 6e30NacHOCTU, AOMKHbI HECTU NIMYHY OTBETCTBEHHOCTD.

HapexHas cuctema 3awmTbl A0MKHA ObiTb MOHOCTLIO NPOTECTMPOBaHa M cornacoBaHa. 3almTa ctaHoBUTCS 6onee
3¢ dhekTUBHON M TMOKON, ecsiv oHa AOMNYCKAeT M3MEHEHWE CBOMX NapaMeTpoB CO CTOPOHbI aAMUHUCTpaTopa.

B 3akntouyeHMe CBOEro foksaga xoTenock 6bl 4aTb HEKOTOPbIE PEKOMEHAAUMN MO OpraHM3aumm paboTsl B
MHDOPMaLIMOHHOM MPOCTPAHCTBE, YTO6bI y6epeub cebst U CBOMX BIM3KMUX OT MHTEPHET-NPECTYMHUKOB.
PekoMeHAauumn no opraHMsauum pa6otbl B MH(POPMALMOHHOM NMPOCTPaHCTBE

1. Mepea HayanoM paboTbl HEOHXOAMMO YeTKOo chOpMyNMpoBaTh LESb U BONPOC Nnoucka nHbopMauuu.

2. XXenaTenbHo BbipaboTaTb ONTUMaJsIbHbIA afrOpUTM Noucka MHdopMaumm B ceT MHTEPHET, YTO 3HAUUTENBHO
COKPaTUT BPeMSl U CWUJIbl, 3aTpayeHHble Ha MOUCK.

3. 3apaHee yCTaHOBUTb BPEMEHHbIN NMMKUT (2-3 yaca) paboTbl B MHOOPMALMOHHOM NMPOCTPaHCTBe (MPOCMOTP
Tenenepeaauu, yteHune, NMHTepHeT).

4. Bo BpeMsa paboTbl HeobxoamMMo genatb nepepbiB Ha 5-10 MUHYT ANS CHATUSA DU3MYECKOrOo HanpsXeHnsa u
3pUTENbHON HarpysKku.

5. Heo6xoanmo 3HaTb 3-4 ynpa>KHEeHUa ANs CHATUS 3pUTENbHOr0 HanpsXeHust n Guandeckonr ycTanocTu.
6. PaboTtaTb B XOpOLLIO MPOBETPEHHOM MOMELLEHUN, MPU ONTUMANIBHOM OCBELLeHUM 1 B yA06HOM nose.

7. He cTtouT nerkombicnieHHO obpalaTtbCs CO cnaMm-nNnMcbMaMu 1 3axoanTb Ha HebesonacHblie Be6-canTbl. O
MHTEPHET-NPECTYNHMUKOB Bbl CTAHOBUTECh NErkon fobbiuen.

8. MNpw pernctpaumm B coumanbHbIX CETAX, HE YKa3blBailTe CBOW NepcoHasibHble AaHHble, HanpuMep: aapec unm
[eHb POXAEHUS.

9. He vcnonb3yiiTe B IOrMHE UM NapoJie NepcoHasbHble AaHHbIE.



10. Bce 370 NO3BONSIET UHTEPHET-NMPECTYMNHMKAM MONyYNTb AaHHbIE AOCTYMNa K aKkKayHTaM 3/1eKTPOHHOW MoYThl, a
Takxe MHduuymposaTb goMawHue MK ana BkAOYEHUS nxX B 60T-CeTb MK ANA NOXULLEHUS HAHKOBCKMX AaHHbIX
poaunTenemn.

11. Co3panite cobCTBEHHbIN NPOPUIbL Ha KOMMblOTepe, YTO6bl 06e30nacuTb NHDOPMALINIO, XPAHSLLYHOCS Ha HEM.

12. He 3abbiBaiiTe, 4TO (DaKTbl, O KOTOPLIX Bbl y3HaeTe B MIHTEpHETe, HY)XHO OYEHb XOPOLLO NMPOBEPUTL, ECIU
Bbl6yZeTe UCNONb30BaTh UX B CBOEN AOMallHel paboTe. Llenecoobpa3Ho cpaBHWUTb TPU UCTOYHUKA MHDOPMaUMK,
npexae YeM pelnTb, KakMM UCTOYHUKAM MOXHO AOBEPATb.

13. O gocToBEPHOCTM MHMOPMaLNKN, MOMELLEHHOW Ha CaliTe MOXHO CyAUTb MO CaMOMy CaiTy, y3HaB 06 aBTopax
canTa.

14. Pasmellas nHdopmaumio o cebe, cBOUX 6/IM3KUX U 3HAKOMbIX Ha CTpaHMUaxX couManbHbIX CETEl, cnpocute
npeaBapuUTeNbHO pa3pelleHne y Tex, 0 KoM ByaeT 3Ta nHdopMaums.

15. He cneayet pa3mewaTb Ha cTpaHuuax Beb-cantos cBon dotorpadumn n potorpadmm ceonx 6amMskmnx u
3HaKOMbIX, 32 KOTOpble BaM MOTOM MOXeT 6bITb CTbIAHO.

16. CobntonaiiTe NnpaBuia 3TUKK Npu o6wWeHnn B MHTepHeTe: rpy60CcTb NPOBOLMPYET APYrUX Ha TaKoe Xe
noeefeHue.

17. Ucnonb3ysa B cBoen paboTe MaTepuan, B3sTbI U3 MHHOOPMALMOHHOIO UCTOYHMKA (KHUra, nepuoanyeckas
neyvaTb, MHTepHeT), cneayeT yKasaTb 3TOT UCTOYHUK MHbOPMaUun UK caenaTb Ha HEro CCbIKY, ecnv MaTepuan
6611 BaMn nepepaboTaH.



